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SCOPE OF THIS POLICY
This policy describes how LI-COR, Inc., d/b/a LI-COR
Biosciences, (“LI-COR”, “we”, “us”, or “our”) collects, uses,
and discloses certain personal data of our and our European
Union (“EU”) subsidiaries’ current, prospective, and former
employees who are located in the EU (“you” or “your”).
This policy only applies to personal data of such individuals
that is collected or received by LI-COR (“EU Personal
Data”). The term “personal data” as used in this policy refers
to information relating to an identified or identifiable
natural person that is protected as personal data under the
General Data Protection Regulation 2016/679 (“GDPR”).

DATA CONTROLLER
LI-COR, Inc. is a data controller of your EU Personal Data,
although we are also a data processor of your EU Personal
Data in some situations on behalf of our EU subsidiaries. As
a data controller, we decide how your EU Personal Data is
processed and for what purposes. Our contact information is
provided below under the Questions or Complaints section.

A NOTE ON PRIVACY SHIELD
(INTERNATIONAL DATA TRANSFERS)
LI-COR recognizes that the EU has established strict
protections regarding the handling of EU Personal Data,
including requirements to provide adequate protection for
EU Personal Data transferred outside of the EU. To provide

adequate protection for EU Personal Data that we receive in
the US, LI-COR has elected to self-certify to the EU-US
Privacy Shield Framework administered by the US
Department of Commerce (“Privacy Shield”). LI-COR
adheres to the Privacy Shield Principles of Notice, Choice,
Accountability for Onward Transfer, Security, Data Integrity
and Purpose Limitation, Access, and Recourse, Enforcement,
and Liability. If there is any conflict between the terms of
this policy and the Privacy Shield Principles, the Privacy
Shield Principles shall govern.
For purposes of enforcing compliance with the Privacy
Shield, LI-COR is subject to the investigatory and
enforcement authority of the US Federal Trade Commission.
For more information about the Privacy Shield, see the US
Department of Commerce’s Privacy Shield website located
at: https://www.privacyshield.gov. To review LI-COR’s
representation on the Privacy Shield list, see the US
Department of Commerce’s Privacy Shield self-certification
list located at: https://www.privacyshield.gov/list.
If you have a question or complaint related to our
participation in the Privacy Shield, please contact us as
provided in the Questions or Complaints section below. We
will investigate and attempt to resolve any complaints or
disputes regarding the use or disclosure of your EU Personal
Data within 45 days of receiving your complaint. For any
unresolved complaints regarding EU Personal Data, we have
agreed to cooperate with the panel established by the EU
data protection authorities and comply with the advice given
by the panel with regard to human resources data
transferred from the EU in the context of the employment
relationship. If you are unsatisfied with the resolution of
your complaint regarding your EU Personal Data, you may
contact the EU data protection authorities for further
information and assistance. Further, you may have the
option to select binding arbitration for the resolution of
your complaint under certain circumstances, provided you
have taken the following steps: (1) raised your complaint
directly with LI-COR and provided us the opportunity to
resolve the issue; (2) made use of the independent dispute
resolution mechanism identified above; and (3) raised the
issue through the relevant data protection authority and
allowed the US Department of Commerce an opportunity to
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resolve the complaint at no cost to you. For more
information on binding arbitration, see US Department of
Commerce’s Privacy Shield Framework: Annex I (Binding
Arbitration), available at:
https://www.privacyshield.gov/article?id=ANNEX-Iintroduction.

DATA COLLECTED
We collect EU Personal Data in connection with the
management and administration of pre-employment,
employment, and post-employment matters related to our
and our EU subsidiaries’ current, prospective, and former
employees. Such EU Personal Data may include name,
birthdate, birthplace, gender, employment contract and
history, position, certifications/education, contact
information, salary and commission history,
employment/military history, legal work eligibility status,
financial account information, separation and termination
agreements, assessment information, and other information
you may provide to us, such as emergency contacts and
other individuals (such as spouse, family members,
dependents, and beneficiaries). EU Personal Data may also
include job reference information, such as reference name
and contact information, previous employer information,
and title and assessment information from your previous
employer.
We may also collect the following categories of special or
sensitive EU Personal Data: limited employee health
information related to leave, where applicable. When we
collect sensitive EU Personal Data we will obtain your opt-in
consent where required by the Privacy Shield or other
applicable data protection law, including for any processing
of your sensitive EU Personal Data, for any disclosure of
your sensitive EU Personal Data to third parties, or before
we use your sensitive EU Personal Data for a different
purpose than we collected it for or than you later
authorized.
We may collect such information from you directly, from
your references, pursuant to your employment, or from our
EU subsidiaries.
You may be under a statutory or contractual requirement to
provide certain EU Personal Data to us. In the event you do
not do provide such information to us, we may not be able
to, for example, process your job application or continue
your employment if we are unable to comply with statutory
requirements without such information.

PURPOSES FOR PROCESSING DATA
We process your EU Personal Data for purposes of
managing and administering pre-employment, employment,
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and post-employment matters related to our and our EU
subsidiaries’ current, prospective, and former employees. We
may process your EU Personal Data for business operations,
recruiting/hiring, employee development and management,
compensation and benefits, employee termination and postemployment matters, ethics and disciplinary investigations,
administration and planning, or when required in the
course of judicial or administrative proceedings, subject to
all nondisclosure safeguards available. Below are listed the
general categories of third parties with whom LI-COR may
share your EU Personal Data.
We will only process your EU Personal Data in ways that are
compatible with the purpose that we collected it for, or for
purposes you later authorize. Before we use your EU
Personal Data for a purpose that is materially different than
the purpose we collected it for or that you later authorized,
we will provide you with the opportunity to opt out. You
may also opt out from disclosures of your EU Personal Data
to unaffiliated third parties. Opt out requests can be sent to
the contact listed under the Questions or Complaints
section below. LI-COR maintains reasonable procedures to
help ensure that EU Personal Data is reliable for its intended
use, accurate, complete, and current.
Job applicants may be asked to take an online assessment
that automatically evaluates whether the applicant may be a
good fit within the organization and the position. We use
such assessments in deciding whether to extend a job offer
to the job applicant. Job applicants may decline such
assessment and can instead request an in-person interview at
a mutually agreed to location, date, and time.

LEGAL BASIS FOR PROCESSING DATA
In order to process your EU Personal Data, including any
sensitive EU Personal Data, we may rely on one or more of
the following legal bases:
l
l

l

l

l

l

consent to the processing;
processing is necessary for the performance of a contract
to which you are a party;
processing is necessary in order to take steps at your
request prior to entering into a contract;
compliance with a legal obligation of the EU or a
member state of the EU to which we are subject;
processing is necessary to comply with your vital
interests; and
for the purposes of our legitimate interests.

Where processing is based on our legitimate interests, those
legitimate interests include carrying out our obligations

related to hiring/recruitment, employment, or postemployment matters and for internal administrative matters.

disclosure is in accordance with or required by any
applicable law, regulation, or legal process.

DATA TRANSFERS TO THIRD PARTIES

As allowed by applicable law, we may share your
Information with third parties to enforce our contracts or
policies, investigate and prevent fraud or security issues, or
otherwise protect and defend our rights, property, or safety
or that of third parties.

To the extent allowed by applicable law, we may disclose
your EU Personal Data to a third party: (i) as described in
this section, (ii) with your consent, or (iii) where such third
party is a buyer or other successor in the event of a merger,
acquisition, divestiture, restructuring, reorganization,
dissolution, or other sale or transfer of some or all of our
assets or equity, whether as a going concern or as part of
bankruptcy, liquidation, or similar proceeding, in which EU
Personal Data held by us is among the assets transferred.
You have the right to opt out of having your EU Personal
Data disclosed to an unaffiliated third party or used for some
reason other than that for which the data was originally
collected. In order to opt out of such disclosures, please
email privacy@licor.com or contact LI-COR as provided in
the Questions or Complaints section below.
LI-COR may disclose your EU Personal Data to our
subsidiaries. If we transfer your EU Personal Data to one of
our subsidiaries, we will take steps to ensure that your EU
Personal Data is protected with the same level of protection
that the Privacy Shield requires.
LI-COR may transfer your EU Personal Data to our thirdparty agents or service providers who perform functions on
our behalf, including for example outside accountants and
lawyers, consultants, and cloud service providers. Where
required by the Privacy Shield or other applicable data
protection law, we enter into written agreements with those
third-party agents and service providers requiring them to
provide the same level of protection the Privacy Shield or
other applicable data protection law requires and limiting
their use of the EU Personal Data to the specified services
provided on our behalf. We take reasonable and appropriate
steps to ensure that those third-party agents and service
providers process EU Personal Data in accordance with our
obligations under the Privacy Shield and other applicable
data protection law and to stop and remediate any
unauthorized processing. Under certain circumstances, we
may remain liable for the acts of our third-party agents and
service providers who perform services on our behalf for
their handling of EU Personal Data that we transfer to them.
Under certain circumstances, we may be required to disclose
your EU Personal Data in response to valid requests by
public authorities, including without limitation to meet
national security or law enforcement requirements.
If we receive a request for your EU Personal Data, we may
disclose your EU Personal Data if we reasonably believe

SECURITY OF DATA
All EU Personal Data processed by LI-COR is maintained in
a secure corporate data center and/or otherwise subject to
reasonable and appropriate access protection. Further, LICOR maintains reasonable and appropriate security
measures to help protect your EU Personal Data from loss,
misuse, unauthorized access, disclosure, alteration, or
destruction in accordance with the Privacy Shield and other
applicable data protection law. These measures include
appropriate technical and organizational measures to ensure
a level of security appropriate to the risk. While LI-COR
strives to secure EU Personal Data, even strict security
measures do not guarantee the security of any information,
and LI-COR cannot guarantee that the EU Personal Data it
seeks to protect will be protected in all circumstances,
including those beyond its reasonable control.
LI-COR limits access to EU Personal Data to only those
persons in LI-COR who have legitimate and specific
business reasons. Only employees who need EU Personal
Data to perform a specific job are granted access to it. Any
employee granted access to EU Personal Data is trained and
kept up to date on our privacy and security practices. During
training, they are made aware of their responsibilities to
protect the security, confidentiality, and integrity of EU
Personal Data. LI-COR will conduct regular and random
audits of its privacy practices to verify adherence to this
policy. Any employee that LI-COR determines is in violation
of this policy will be subject to disciplinary action up to and
including termination of employment.

YOUR RIGHTS
You may exercise any of the rights described in this section
by submitting a written request to LI-COR to the contact set
forth below in the Questions or Complaints section. We
may request specific information from you to confirm your
identity. Your rights under the Privacy Shield and applicable
data protection law may include, subject to any exemptions
provided by applicable law:
l

Right to Access and Correction: You may have the right
to access your EU Personal Data that we hold about you
and to request that we correct, amend, or delete it if it is
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inaccurate or processed in violation of the Privacy Shield
or other applicable data protection law.
l

l

l

l

l

l

Right to Withdraw Consent: Where you have provided
your consent to the processing of your EU Personal Data
by LI-COR you may withdraw your consent at any time
by sending a communication to the LI-COR contact
listed below specifying which consent you are
withdrawing. Please note that the withdrawal of your
consent does not affect the lawfulness of any processing
activities based on such consent before its withdrawal.
Right to Restrict Use: You may have the right to restrict
our use of your EU Personal Data, including for example
when you object to the processing of your EU Personal
Data on the basis of legitimate interests or you object to
the accuracy of your EU Personal Data we hold.
Right to Complain about Processing: You may have the
right to lodge a complaint about our processing of your
EU Personal Data with a supervisory authority in the EU.
Right to Object to Processing: Applicable data protection
law may entitle you to require us not to process your EU
Personal Data for certain specific purposes (including
profiling or automated decision making) where such
processing is based on our legitimate interests. If you
object to such processing pursuant to applicable data
protection law, we will no longer process your EU
Personal Data for these purposes unless we can
demonstrate compelling legitimate grounds for such
processing or such processing is required for the
establishment, exercise, or defense of legal claims.
Right to be Forgotten: You may be entitled in certain
situations to request that we erase your EU Personal Data.
Please note that if you request the erasure of your EU
Personal Data:
l
We may retain and use your EU Personal Data to the
extent necessary to comply with our legal obligations
or if required for the establishment, exercise, or
defense of legal claims. For example, for our tax, legal
reporting, and auditing obligations.
Right to Data Portability: In some cases, you may have
the right to require that we transmit your EU Personal
Data to another data controller.

HOW LONG WE RETAIN YOUR DATA
We keep your EU Personal Data for no longer than
reasonably necessary for the purposes described herein or for
other essential purposes such as complying with our legal
obligations, resolving disputes, and enforcing our
agreements. Generally, and subject to the foregoing sentence
and any applicable laws:
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l

l

Once an open position is filled, your EU Personal Data
related to your job application is removed from LI-COR
systems, including any backups, in the normal course of
business and generally within 12 months. Our EU
subsidiary may retain your EU Personal Data.
Once you have resigned your position with one of our
EU subsidiaries, your EU Personal Data is removed from
LI-COR systems, including any backups, in the normal
course of business and generally within 12 months. Our
EU subsidiary may retain your EU Personal Data.

We use the following criteria to further determine how long
to retain your EU Personal Data:
l

l

l

l

How long such data is reasonably needed for the
purposes described herein. This is a key consideration
underlying our data retention policies for your EU
Personal Data.
If the data is of a sensitive type, a shortened retention
time is generally more appropriate.
Whether we have announced a specific data retention
period that would apply to such data.
Whether we are subject to a legal, contractual, or other
similar obligation to retain the data.

Because these needs can vary for different data types, actual
retention periods can vary significantly.

CHANGES TO THIS PRIVACY POLICY
We reserve the right to amend this policy from time to time.
Any such amendment that affects EU Personal Data will be
consistent with the Privacy Shield’s requirements and other
applicable law. Unless otherwise provided by applicable law,
use of EU Personal Data we collect is subject to the policy in
effect at the time such EU Personal Data is collected.
If we make changes to this policy, the revised policy will be
posted on http://www.licor.com. In some cases individuals
will be notified by e-mail of changes to what information we
collect, how we use it, and how it is disclosed. The date the
policy was last revised is identified below. Please periodically
check this date to determine when the policy was last
updated.

QUESTIONS OR COMPLAINTS
You can direct any questions or complaints about the use or
disclosure of your EU Personal Data or this policy to the
following contact:
Daniel E. Hile
Chief Operating Officer
LI-COR, Inc.
4647 Superior Street
Lincoln, NE 68504
privacy@licor.com
+1-402-467-3576
You may also contact our EU affiliate as follows with any
questions or complaints:
Glen McMurdo
European Managing Director
LI-COR GmbH
Siemensstrasse 25 A
D-61352 Bad Homburg
Germany
+49 (0) 6172 17 17 771
Our data protection representative is the following:
LI-COR GmbH
Siemensstrasse 25 A
D-61352 Bad Homburg
Germany
+49 (0) 6172 17 17 771
Effective Date: May 25, 2018
Last Revised: Friday, May 25, 2018
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LI-COR Biosciences
Global Headquarters
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USA
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LI-COR® is a registered trademark of LI-COR, Inc. All brand and product names are trademarks or registered trademarks of their respective owners.
The LI-COR board of directors would like to take this opportunity to return thanks to God for His merciful providence in allowing LI-COR to develop and commercialize products,
through the collective effort of dedicated employees, that enable the examination of the wonders of His works.
“Trust in the LORD with all your heart and do not lean on your own understanding. In all your ways acknowledge Him, and He will make your paths straight.”

